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Prevent unexpected access to the recorder

Change the default user name and password

Network disk recorder can be configured to be accessed from the Internet. However, depending
on how the recorders are configured, they may be unexpectedly accessed by the third party,
which may cause infringement of privacy rights, leaking of information, and other issues.

If you connect a recorder to the Internet, make sure to configure the following settings.
@® Set user name and password, which have been set to camera, to recorder

@ Change the default administrator name and password to new one

® Make sure that the user authentication is set to “On" (factory default is “On”)

Configuration example for above @
(Refer to the operating instructions provided with your recorder for further information about the settings)

Preparation 1. Operate by using a mouse on the main monitor.
2. Click [Setup] > [Camera] > [Setup >] button next to [Registered information]
to display the registered information screen.

Registered information screen

click the [OK] button

Register a new user name and
password for each camera

After completing the input of all cameras,
click the [OK] button.

il

*When you register a new camera, and select
the model number of the camera, or perform
the camera detection, the default user name
and password will be entered automatically.
Please re-enter the user name and password
that has been registered the camera.
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Configuration example for above @
(Refer to the operating instructions provided with your recorder for further information about the settings)

Preparation 1. Operate by using a mouse on the main monitor.
2. Click [Setup] > [Advanced setup] > [User Management] >
[Administrator setup] tab to display the administrator setup screen.

Administrator setup screen

User man Administrator setup

Change the administrator
name and password

After changing the administrator
— name and password, click [Edit]
(4Screen-A butto n.

Cautions for administrator names and passwords

- Use a combination of characters and numbers that is difficult to guess.
Avoid using a string of the same characters, such as "11111", birth dates, or telephone numbers.
- Change user names and passwords periodically.
- Make sure to manage the configured user nhames and passwords.
- Delete all user names that do not have an assigned user.

After changing the administrator name and password

Also change the administrator names and passwords registered to the products which are
connected to the recorder.

Refer to the operating instructions provided with your product for further information about
the settings used for your product.




